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Tenepb HAC MOXHO BCTPETUTL B...

RESEARCH EDUCATION COMMUNITY VI ABOUT SEAS QUICK LINKS
SEAS > About-seas > Eniac

Welcome to the ENIAC Museum!
Grad Students

N Facilty Celebrating 64 years of computing: 1946 to 2010

Originally announced on February 14, 1946, the Electronic Numerical Integrator and Computer (ENIAC),
was the first general-purpose electronic computer. Hailed by e Mew York Times as "an amazing machine
Pos which applies electronic speeds for the first time to mathematical tasks hitherto too difficult and
cumbersome for solution, ™ the ENIAC was a revolutionary piece of machinery in its day. It was constructed
and operated here at The Moore School of Electrical Engineering, now part of the School of Engineering
and Applied Sdence.

Staff

Alumni and Friends

» Media

Today, itis difficult to imagine how we could manage without the myriad electronic devices that we utilize
each day. From our "smart” phones, touch screens, and tiny cameras to our automobiles, airplanes and
medical equipment and devices, electronics is the engine driving us forward. And it was here at the
University of Pennsylvania that it all began.

The School of Engineering and Applied Scence is proud to have on display four of the original 40 panels of
the ENTAC. The artifacts represent approximately one-tenth of its ariginal size.
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User Account Control
An unidentified program wants access to your computer

Don't run the program unless you know where it's from or you've used it
before.

@ intelliadmin.exe
Unidentified Publisher

#* Cancel

O : OOOOOOO 1 Mn pp' . ner | Idon't know where this program is from or what it's for.

< Allow

Itrust this program. I know where it's from or I've used it before.

Details

User Acceunt Control helps stop unauthorized changes to your computer.

Opromstinn: Syt




BBeneHne B MHOOpPMaLMOHHYO
be3onacHOCTb

Cneukypc kageopbl ACBK BMK MI'yY
oceHHun cemectp 2010 r.



NekTopbl

[leHuc [ amatoHoB

B m.H.c. JIBK ACBK BMK MI'Y

B copykoBoOAUTENb cneucemMuHapa kadeapsbl
ACBK «HdopmaumnoHHaa 6e30nacHOCTb U
cetn ABM» ¢ 2001 ropga

Bnagumunp ViBaHoB

B 3amMecTuTesNnb pykoBoaUTena genapTamMeHTa
akcnnyatauum «AHgeke»




MHdopmaLlmMoHHaa noggepkka Kypca

Wiki: http://course.secsem.ru/

Cnncok paccheinkm: course@secsem.ru
http://lists.secsem.ru/cgi-
bin/mailman/listinfo/course



http://course.secsem.ru/
mailto:course@secsem.ru
http://lists.secsem.ru/cgi-bin/mailman/listinfo/course

[lporpamma Kypca

[1Ba cemecTpoBbIX creulKypca:

B «BBegeHne B MHPOPMALMOHHYIO
6e30nacHOCTb» - OCEHHUN CEMECTP

B «[lpakTnyeckne acnektbl 6e30MacHOCTH
KOMMbIOTEPHBLIX CeTel» - BECEHHUN CEMECTP

[lonyck K BECEHHEMY CneLKypcy Mo
UToram cga4vm 9Kk3aMeHa Mo OCEHHEMY

creukKypcy




[lporpamma oceHHero cemectpa — 1/2

[1 BBeneHue

3aga4vn nHdopmaumoHHon 6e3onacHocTu. MeTtoabl obecneyeHus
NHOPMaLMOHHON Be30nacHOCTU — Kpuntorpadua, Moaenu
6e30MacHOCTU, KOHTPOSb NOBEAEHUS.

[lporpammMHbie ya3BUMOCTU. [lpakTuyeckme acnekTbl aKcnnyaTaumm
YA3BMMOCTEMN.

NHCTpyMeHTbl. CTaTnyecknn 1 guHaMnyecKkuin aHanma nporpamMm.

[l OcHoBbI Kpuntorpadum n KpuntoaHanmsa

LLUncppoBaHune. Xawmposanue. KpuntoaHanua. [poctenumnm
YaCTOTHbIWM aHanua, atakm Ha Kpuntorpadgudeckme npoTOKOIbI.

MpumeHeHue kpuntorpadum B cetax. SSL/TLS, SUI, npoTokonsl
ayTeHTudukaunm, xpaHeHme credentials.

[Mpotokonbl PGP n S/MIME u nx peanusauuu.




[lporpamma oceHHero cemectpa — 2/2

[0 [lporpamMmHble yA3BMMOCTU — Ha CTbiKe annapaTtypbl U
nporpaMmmMmHoro obecnevyeHus

A3blk accembnepa. CuHtakcucol Intel n AT&T. YcTtponctso
npoueccopa. Nognporpammbl n yHKUMK. [lepenadya aprymeHTos,
BO3BpaT 3HadeHusi. CucTteMHble Bbi30Bbl. PasmellieHne o6beKToB
B NaMATU.

ApxuTtekTtypa Linux. 3arpy3udunk nporpaMmmHbix mogynen. dopmart
ncnonHaemboix oannos ELF. 3aBucumoctn mogynen. CUMBOIbI.
Ytunutel objdump u ldd.

YA3BMMOCTU, CBSA3aHHbIe C nepenonHeHnemM bydepa.

[l MexaHu3smbl 3aWUTbl MHPOPMaALUN B COBPEMEHHbIX
onepaumoHHbIX CUCTeMax

dopmanbHble Mogenu goctyna. AucKpeunoHHble, MaHOaTHbIe
mogenun. Mogenu bena-Jlallagynel, buba. Poneson goctyn,
RBAC, RSBAC.

MaHgaTtHbIM 1 ponieBon goctyn B Linux. GRSecurity, SELInux,
RBAC B HekOoTOpbIX bannoBbix cuctemax. Hactponka nonutuk
B6e3onacHoCTH.




HemHoro teopumn

[IpnHATO pasnunyaTth:
B KoHdwunaeHUunanbHOCTb

B llenocTHOCTb

B [locTynHOCTb




Kpuntorpapua?

npoBaHme

B CyvMMeEeTpUYHbie anropuTMbl, X3LLMPOBaHME,
anropuTMbl C OTKPbITbIMU KINHOYaMM

B 5SS, VPN, TyHennupoBaHue
B ABTOpM3auuMsa U ayTeHTUpUKaung

ONEKTPOHHAs1 NOAMNUCH

B YaocrtoBepeHue NoaSIMHHOCTU
®m PEM, PGP
B [Ipobnema PKI (Public key infrastructure)




He Bceraa u He Be3ae

Kpaka nepcoHanbHbix gaHHbiX (phishing)
MoLueHHn4YyecTBO (Scam)

BpepoHocHoe 10
B Bupychl
B TposHb
B CeTeBble YepBU

MaccoBble pekrnamHble paccbinkmn (spam)
Opranunzauusa DDoS-aTak
«YCTONYMBLIN K Xanobam» BeD-XOCTUHT




BoTHEeTbl — TexHonornyeckas ocHoBa
cybercrime

=

O

PacnpocTtpaHeHue 4yepes
ya3smmocTt B Adobe
Flash, MS IE u T1.4.

MuUnnMoHbl 3apakeHHbIX
y3r0B

CKpPbITHOCTb yrpaBreHus —
Fast flux / double flux

Pa3Hoobpasune
NPUMEHEHUS -

B DDoS

B XoctuHr (malware,
HeneranbHbI KOHTEHT U
T.N.)

B Money mules, scam,
Spam...
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Fast-flux botnet: nogpobHocTn

L
L

«KOHTEHT» pacnpenesnieH no Tbica4yamM 3apa*keHHbIX Y3M0oB B
NHTEpPHETE.

DNS-cepBep gomeHa (www.example.com) ucrnonb3yeT
OVHaAMWUYECKYI0 poTaumio agpecoB B KOMOMHaUMU C OYEHDb
KOPOTKMM BpeMeHeM Xu3Hu 3anucu (TTL) ang kaxnon
3anucu, 3a cyet yero FQDN MOXeT MMeTb COTHU Unu
TbiCA4YX NpuUBA3aHHbIX IP-agpecos.

[lomeHHOe uma MoXeT MeHATb IP-agpec kaxable 3
MUHYTbI.

CoeauHadach C OOHUM U TEM XK€ AOMEHOM pa3 B 3 MUHYTHI,
bpay3ep, Ha camom agene, byaoeT Kaxabl pa3 coeaunHATLCSA
C HOBbIM Y3IIOM.

AOpeca BbibupaloTca N0 MHTENMNEKTYanbHON CXEME,
obecneuymBasi MakCMMarbHY NPOMYCKHYIO CNOCOBHOCTb OT
KNMeHTa OO0 cepsepa.




Fast-flux botnets: cxema

Normal Network

www. example.com

i

1) Response content
Host: www example com =™
HTTP GET /

\ @/

client

Fast-Flux Network

2)
GET redirected

& Response
2 returned
"mothership”
zombie-.
home flux. example com
PC \
/ 3

1) Response content
Host: flux.example.com =y

HTTP GET }W
$

client

Web Request Comparison




Fast-flux botnets: double flux

Single-Flux

“bullet-proof” hosted
DNS server ~.

ns.example.com

™
4) Answer:
10.10.10.10
3} Query:
flux.example.com
COMm
2} Referral,
ns.example.com

1) Query:
flux.example.com

""hn...___h__.

&

client

Double-Flux 4) query

redirected &
Response
elurn ed

zombie
@ home
ns.example.com
N
8) Answer:
10.10.10.10
3} Query:
flux.example.com

Cﬂm
2} Referral,
ns.example.com
1) Query: \

‘mothership”

flux.example.com

cI ient

DNS Resolution Comparison




Fast-flux: npumepsbl

Cetn money-mule
(divewithsharks.hk)

Scam-cetn (myspacee.com)
Spam-cetn (Warezov/Stration)
Stormnet/RBN




Stormnet

[ CeHTabpb 2007 r. — Mo pasnuyHbIM oueHkaM, oT 1 MfH. Ao 50 MIH.
3apakeHHbIX CUCTEM
= PasHoobpa3ne yHKUuN:
u gameO0.exe - Backdoor/downloader
u gamel.exe — SMTP relay
o game2.exe — Kpaxa e-mail agpecoB
B game3.exe — pacnpocTpaHeHME BUPYCOB C NomoLlbo e-mail
| game4.exe — cpeacrtso opraHmnsaumm DDoS-aTtak

O KoMMyHMKaUMOHHLIW npoTokon — eDonkey p2p

O AKTUBHOCTb:

u CeHTa6pb 2007 r. — KOMNpoMeTauusa canta pecnybnukaHckon naptum CLUA,
nocrne 4ero ¢ Hero MOET pacnpocTpaHeHne

u Oktabpb 2007 r. — ncnonb3ys ya3BMMOCTb B captcha Youtube.com,
OpraHn3yeTcs pacchbifika LeneBon peknambl nosibdosatenam Xbox

B KaHyH poxaecTtBa 2007 r. — paccbifika No3gpaBUTENbHbIX OTKPLITOK C
TpostHaMu




OCHOBHbIE MPUYNHBI pacLBETAa
KNoepnpecTynHOCTH

HepocTtaTtku cteka TCP/IP
B AHOHMMHOCTb TpaduKa

B OTCcyTCTBME KOHTPOMNS Harpy3ky B Maclitabdbax
NHTEPHETA

MHoroumcrneHHble nporpaMmMHblie YA3BNMOCTU
B OnepaunoHHbIX CUCTEM
B [lpuknagHoro 1O

YenoBe4deckun akTop
B Hu3kaga TexHu4deckasa rpaMmoTHOCTb Mofb3oBaTeNen
B HeBHMMATENBLHOCTb M HEOCTOPOXKHOCTb




Russian Business Network (RBN)

Child pornagraphy |

Phishing
Malware
e Malicious site
Scam | el el bl
DDOS Aftacks | | - - . | Botnet
— | @ Activities - /| @ Components — Hidden server

Command & Control server

Porn
Games J
$ Cybercrime
Anonymization
Hostin . . Interaction with other cybercriminals
SRS : : | 4 4 i B e P
Good bandwidth — @ Basic requirements - | 4 Advanced requirements —{ Laxism in closing sites
' Lack of cybercrime laws
L 4 -
'. ‘.--
Offer- ” | Offer '
BT N | Offer _
| Internet Companies | ™ RBN

eyl
........




RBN: pacnpocTtpaHeHne BpeaOHOCHOro
[10

O00

00

2005 : CoolWebSearch — pop-up okHa ¢ pekramou
2006 : UrSnif — yepes yassumocTb Vector Markup Language

2007: Mpack — BcTtpoeHHOe B BeH-CTpaHuuy cpeactBo Barnioma. CnocobHo
3apaxaTb html-cTpaHuubl U BnocneacTBumn B3fiambiBaTb KIIMEHTCKUE Y3Iibl
yepes yassmmoctn Windows, Internet Explorer, Winzip, Qucktime u
T.40. Mpack BctpanBaeTtcsa B Buge iframe B HopmanbHblie html-cTpaHuubl.
Kpome Toro, aTu BCTaBKMU NepeHanpaBnsaioT Nofb3oBaTend Ha
BPE€AOHOCHbLIE CauThl.

2007: B3nom u 3apaxeHune Beb-canta baHka NHguw.
2007: Torpig/Sinoval — TposH anst coopa 6aHKOBCKMX OAaHHbIX

nonb3oBaTenen. Kak MUHUMYM B TEYEHUE 3 MecsLeB Cco BpeEMEHN
nosiBneHnst 60nbLLINHCTBO adHTUBMPyCcoOB OblN HE CNOCOBHbI Ero BbIABAATD.

AKTMBHOE pacnpocTpaHeHne 0DbIYHbIX TPOSIHOB:
B Rustock

Haxdoor

Pinch

npoune




RBN: phishing

XOCTUHr BpenoHocHoro [10,
Mcnonb3yemoro anga gullnHra

XOCTUHT (puLLEpPCKNX BED-CaNTOB




RBN: DDo0S, cnam n Bce-Bce-Bce

SpamStock/Rustock — paccbeinka nogaenbHbIX
coobLeHNn ¢ PMHAHCOBLIMU NPOrHO3aMU,
BrMsoLWne Ha bupxm

DDoS — ataka Ha baHk AscTpanuu B 2006 roay
B OTBET Ha 3anyck HOBOW CUCTEMbI 3aLlUTbI
NHTepHeT-0aHKa, nocre 4Yero PULLNHIoBbIE
CXeMbl nepectanun paboTaTb

CpeacTtBa ans aBToMaTu4eckoro B3noma Beb-
camToB

B |cepack
B Mpack
B \Webattacker




RBN: CTpyKTypa

ConectCom (AS34596)

No addresses

No addresses

Link with AS24919 (AS-Cubio)

ABTOHOMHbIE Morere us41156) Al (ss7038) L it o

CUCTemMbl
Deltasys (

193.93.232.0/22
I S P Link with AS20597 (AS-Eltel)
Link withAS24919 (AS-Cubio)

t (AS41108)
85.64.162.0/23

ith ASB482, AS20597

I X P as-rnetwork. -

Link with many AS
194.856.177.58 metric 2 05.148.0/22

* 81.95.154.0/24

Nevacon (ASA{731) “as-rbncus
> .
=y
-

SBT-Tel (AS41173)




RBN: cBA3U

0010

IXP used by RBN

IXP that could be used

IXP that could be
concerned later

Miami/US

StockhalmiSweden

-
SPB-IX™w
194.85.177.0/24

Warsaw/Polland




RBN: KNUeHThI

2090 oomMeHOB Ha
406 pusnyecknx
cepBepax

Cpean HUX HU
OOHOro
«HOPMarsbHOro»
ONOMEHA

m Porn

@ Child Porn
o Mal/C&C id
m Mal/Obf JS
m Warez

m Bad soft

m Financial fraud
O ID theft

m Affiliates

o Mules

m Test / empty
m Unknown

m Parking

m Error

0O Restricted




RBN: CTpyKkTypa akTUBHOCTM

E-commerce

Internet applications

\E o

<

Online Banking

;"‘J @.

| 0 Spy
|
o 1
Spy
| Banking
| credentials
Credit card 5
R numper Theft
Theft N Malware
'f =
\} Certificates Theft,” | =]
\ Theft
A [ Protected i
N | storage /
\ passwords
User workspace
@ Record

Cybercrime banking issue

@ Infection sequence for

malware
__ Interaction

- @Updala

Trust Relation

Hosting provider

Good
companies

.Malware‘”nfedion @ Hﬂsfllilﬂg
I\ Website
T
o | e
Sy / Physical Cybercrime
network
__Phishingsite | | - Head
< | : o
Jli“\dmmis!ration 9 k“;l 558
o Malicious / aErI;:r:ce
=== = servers Ak —
o e
g AL
e s
Cybercrime et oaae
components i e




RBN: koHeu?

B koHUue 2007 roga ceTb 3abrioknpoBaHa
Hauyano 2008: RBN “Rising”




[ naBHOE

MHorne n3 nepedncrieHHbIx npobrnem He
MOTYT ObITb peLleHbl OOAHUMU NNLLb
Kpuntorpagpunieckumm metogamu




